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H 2} %{(Browser) A{H{(Server) S H| | (0S)
Adobe Acrobat/Reader 7 Apache (OpenSSL 0.9.80+) Android 2.3+
Blackberry 5+ OpenSSL 0.9.80+ MELl HE Apple iOS 3.0+

Chrome 26+, and Linux, Mac OS X 10.5, Vista+

Windows Server 2003+(KB 968730)

Apple OS X 10.5+

Firefox 1.5+ Windows Server 2008+ Blackberry 5.0+
Internet Explorer 7+ (Win7+, Vista, XP SP3) Java based servers - 1.4.2+ ChromeQOS
Java 1.4.2+ based products Oracle WebLogic v10.3.1+(bug8422724) Windows 7+

Konqueror 3.5.6+

Oracle Wallet Manager 11.2.0.1+

Windows Outlook 2003+ (Vista+)

Mozilla 1.4+

IBM Domino 9+

Windows Phone 7+

Mozilla (NSS 3.8+ (since April 2003))

IBM HTTP Server GSKit 7.0.4.14+

Windows Vista

Netscape 7.1+

Websphere GSKit 8+

Windows XP SP3+ (KB 968730)

Opera 9.0+

Cisco ACE module software version A4(1.0)

OpenSSL 0.9.80+ MEE HE

Safari (Mac OS X 10.5+)

Windows Phone 7+

Citrix Receiver(Mac 11.8.2, Windows 4.1(std), Windows 3.4(ent),

Windows 8/RT(1.4), Windows Phone 8(1.1))

MS Windows Server 2003 SHA-2 IjX| C}2E2E =
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(Citrix Receiver models 2t215l2] 7t7| =)

Linux 13.0

I0S 5.8.3

Android 3.4.13

HTML 5 1.2

Playbook 1.0

Blackberry 2.2 / BlackBerry 1.0 Tech Preview

Cisco ACE module software versions A2 and A3



http://www.citrix.com/content/dam/citrix/en_us/documents/products-solutions/citrix-receiver-feature-matrix.pdf?accessmode=direct
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<SSLv37} ALBEIX| b= Mu{o| H9>
CONNECTED(00000003)

140128201074504:error:14094410:SSL  routines:SSL3_READ_BYTES:sslv3  alert  handshake failure:s3_pkt.c:1257:SSL  alert  number 40
140128201074504:error:1409EQE5:SSL routines:SSL3_WRITE_BYTES:ssl handshake failure:s3_pkt.c:596: --- no peer certificate available --- No client
certificate CA names sent --- SSL handshake has read 7 bytes and written 0 bytes --- New, (NONE), Cipher is (NONE) Secure Renegotiation IS
NOT supported Compression: NONE Expansion: NONE SSL-Session: Protocol : SSLv3 Cipher : 0000 Session-ID: Session-ID-ctx: Master-Key: Key-

Arg : None Krb5 Principal: None PSK identity: None PSK identity hint: None Start Time: 1413337595 Timeout : 7200 (sec) Verify return codez(oqv

(oK) ---

<SSLv37t AFREIE Mu{o| He>

CONNECTED(00000003) depth=2 C = US, O = Bigger Inc, CN = Big CA verify return:1 depth=1 C = US, O = "Bigger, Inc.", CN = Big CA verify
return:1 depth=0 serialNumber = -912hgd9qgwfuewqgfiu239gf2309fg, OU = HT98723987, OU = See www.example.com/resources/cps (c)14, OU
= Domain Control Validated - Big(R), CN = vyourserverexample.org verify return:l Certificate chain 0 s:/serialNumber=-
912hgd9qgwf9uewqgfiu239gf2309fg/OU=HT98723987/0U=See  www.example.com/resources/cps (c)14/OU=Domain Control Validated -
Big(R)/CN=your.serverexample.org i:/C=US/O=Bigger, Inc./CN=Big CA 1 s:/C=US/O=Bigger, Inc./CN=Big CA i;/C=US/O=Bigger Inc./CN=Bigger
CA Server certificate BEGIN CERTIFICATE END CERTIFICATE subject=/serialNumber=-
912hgd9qgwf9uewqgfiu239gf2309fg/OU=HT98723987/0U=See  www.example.com/resources/cps (c)14/OU=Domain Control Validated -
Big(R)/CN=yourserverexample.org issuer=/C=US/O=Bigger, Inc./CN=Big CA --- No client certificate CA names sent --- SSL handshake has read
3035 bytes and written 354 bytes --- New, TLSv1/SSLv3, Cipher is DHE-RSA-AES256-SHA Server public key is 2048 bit Secure Renegotiation IS
supported Compression: NONE Expansion: NONE SSL-Session: Protocol : SSLv3 Cipher : DHE-RSA-AES256-SHA  Session-ID:
68FA1758EE91651850A158CF784F37BD929F0E553EFFEF6D0O89AEBEA1420055D Session-ID-ctx: Master-Key:
3836341955FA70674AE189C30FB44FE85537D17C9B1CFOFB7BF444155A944D080D3130801502488994DA9F1CEODAFODS  Key-Arg : None Krg{},
Principal: None PSK identity: None PSK identity hint: None Start Time: 1413337513 Timeout : 7200 (sec) Verify return code: 0 (ok) ---
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SSLProtocol +TLSv1.1 +TLSv1.2 -SSLv2 -SSLv3

2

H FHAHS sHZSI Xl Openssl oM = oOtglier 22 HTE22 YHOIES AFstn
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sslProtocol="TLS" sslEnabledProtocols="TLSv1.2,TLSv1.1,TLSv1"

22 ALO| E : http://wiki.apache.org/tomcat/Security/POODLE
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2 ALO| E : http://www.oracle.com/technetwork/topics/security/poodlecve-2014-3566-2339408.html
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Windows 3.1, 95, 98, ME,

NT 3.51, NT 4, 2000

4,56 = A& | HZ8= | OXH Ojx| & Ojx| &
Mac OS, OS X

Solaris, HP-UX(v6 X|2|)

6 Windows XP PR e H| 2t 5t o| x| < o| x| < SP3 Eg

7,8 Windows XP H| =M 5} PN X & 0| x| & 0| x| & SP3 Q@
Internet 6 Windows Server 2003 X2 X HlZtMd3l | OX|& O/X|2 | KB 938397, 968730 IjXx| ZQ
Explorer 7,8 Windows Server 2003 H| gt d 5} R PR 0| x| & 0| x| KB 938397, 968730 kx| Z=o

7,89 Windows Vista/ Server 2008 | H|ZHd 3} PNE| PR 0| x| & 0| x|

8,9 10 Windows 7 /Server 2008 R2 | H|=ZMd3| B X & HM3 | HZ2Md3)

10 Windows 8 /Server 2012 H| =t 5} yNE X & HMd3 | HZ2Md3)

11 Windows 7, 8.1 H 2Bl X9l X9l

Server 2008 R2, 2012 R2

Mobile 7, 9 Windows Phone 7, 7.5/ 7.8 H| =t 5t K PR O| x| & O| x| &

Mobile 10 Windows Phone 8 H| 2t d 5t X & X & H|Zt M5t | H|Z2Hd 3t

Mobile 11 Windows Phone 8.1 H| =t 35t PR PR
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1-9 Windows H| 24 o} Xl & Xl & O x|A 0| XA Xl &
10-21 0S X 0| x| ¢l Xl & Xl & 0| x| A 0| x| R
Google 22-25 Linux O x| & X & X & INE:! O x| & x| &
Chrome 26-29 Android O| x| & X & x| & x| & O x| & x| &
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Windows
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Mozilla ESR 10, 17 )
) Linux —
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Android
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http://en.wikipedia.org/wiki/Transport_Layer_Security#cite_note-53
http://en.wikipedia.org/wiki/Transport_Layer_Security#cite_note-SSL.2FTLS_Overview-54
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8 ioS 8 0| x| k= X
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